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XI. Case Study : Rocket Kitten Group A}

20149 ZHE ol ZIwkst A aFo] 5 M 1=}
malware infection & %3] &3] Yt} o] Alol¥ XFlo] OF&

‘Rocket Kitten’ o]} &2]12 it}

Rocket Kitten®] Z&3JAF A2l Alo]lw RHole] ¢Fo] x| AJRE
Adsle] Basly] 9sl, @ E Rocket Kitten @ ¥ AEolgt +3
== Yaser Balaghi 5ol Wal F8 7| KA, #o|~F F SNS, ¢l
HUl 28 58 7AASIa, Rocket Kitteno] &5 =3 o] o

)
A ATz Aol Het B4 HuXME A3

o
N
N)
i,
to r

i & : vendor reports, Namchk, Google dorks, Cloob, Maltego,

Facenama, Facebook, YouTube, Linkedln, Archive.org, vyooz.ir,

parseek, iranonymous.org s

2s
<Aol& Y dg HA|>
Rocket Kitten —Where do we start?
Who is Yaser Balaghi? How do you go about breaking down the tasks to look at a

person?
Family — Jobs — Education — Known Associates/Friends]

What can we extract from the vendor reports related to Yaser Balaghi?

Vendor reports indicate his education, resume, forums. (Iranian Solar Hijiri
Calendar)

What tools will we use to research this data?
Namechk, Google dorks, Cloob, VK, Aparat, Maltego, Facenama, Facebook,

YouTube, LinkedIn, Archive.org, yooz.ir, parsijoo.ir, parseek, iranonymous.org
(Spreadsheets — People searches, etc.). Can we find any popular Iranian blog sites
such as Wordpress in the US?

Assign tasks — Fred, examine Yaser Balaghi using the keywords extracted from the
reports and the selected tools to research as much as you can about Yaser in 1
hour. Understand you will need to ensure Google Translate (extension) is installed
in Chrome. Chrome works best with this as well as the Google Dorks. Firefox
should also be installed. Based upon the data in the vendor reports, be ready to
translate from English to Farsi (Persian) data extracted from the reports such as
Yaser Balaghi's name, titles, etc. SITREP in 1 hour from now. Clear?

ary and (
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Collection Plan #+A]

o Al >

F2 b % | Specific Information Requirement
A c b E F G H J & iz
Priority
Intelligence - |
Requirement - ::t‘:l:i“yence Type
Priority Level (1- Re ui!:e et P Observable Specific Information Requirement  |Detection Point i [o] Tactical |Technical
5 with 1 being l
the highest)
Standing order  [Unusually slow network How long with the attack go on for?
One time performance (opening files or|Will our customers be impacted by the |Website logs - Firewall me_act tothe _Adve_rsary_
Provide a list of |Urgent |accessing websites) slowness? . iotives
: FT - trategy i
ad\{ersanes_ _a_nd Unavgclahnllty of a particular 'When will the website be back online? |IPS detection of the attack adversary
1 their capabilities website technical. |centers of TTPs Indicators of
for DDoS'ing our Inability to access any Are the adversaries asking for anything |Routers and Switches with eo-political ' ravit Compromise
environment website in return for stopping the attack? ACL capability yeon gravityy or
Dramatic increase in the o i
: " 3 s o1 e trends and under attack
amount of spam you receive |Are the adversaries trying to phish us  |Application front end patterns statis
in your account and send other malware via email? hardware packet analysis
Internal Sources [Open Sources [Vendor Sources
) xisting sources - New Sources - Passive Assess your vendors for credibility ant
Existi New S Passive A: dors f dibility and
Define log files, aggregators, SIEMS, HUNT/Detect, Big Data, Business Units. Orchestration - validate sensor viability, - Darknet - Non-English language, Persona reliability. Analyze vendors for type of
| itoril ionality. Ensure of i upgrades, g usage data
)
3
1 C
Priority
Intelligence -
Requirement - Enonty . e -
4% ¥ Priority Intel Rea (FIR) > Collection Plan - Sheetl &3 M il

]
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A 3%. N E] L3 CSFC(Cyber Security Fusion Center)

1.7 &

[ 22 38492 252 vl AHSPY 55344 Bl &9
A E B3] 71 GG A AlolH X‘oﬂﬁfﬂcﬂl g3t o2 A
AREe £ B4, T, deeeA A% detaun @

[ Atelw] 349 W=, 29=, g3 A% F7H8ta A

[] Bad Actors : Alo]¥ ®HH A}, WIE 27} Alold H gl 2E, AE
MzES 3 2 BR AWl AR AAMOL . APTE

g NE Zotoln, A WAAES fA 54 1Y

(1 Abolw Alste]E] ©he] wWojd e« A3 o 848 7H-F ¢,
o oojd J|E/IAE o dEvo® 100% H4F3AY FE S
#HA 58 e THol FA8HA critical o

O 9189 #97] 98] Bas A5 : A4 A9, L2Ax, 7%

4) Elizabeth Petrie €] 2%1, “From Cybercrime to Espionage: What Treasurers Need to
Know About the Cyber Threat Landscape”, Citi's Treasury and Finance Conference
2017,
https:/ /www.citievents.com/metron/ (medialibrary) / 97f16£50-fbf4-437c-8789-ecfb511248d7
/meetings/17ada0d1-f144-4b6d-b427-8f41e38b054b/documents/1515.pdf
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end-to-end A|FFEHE FX3l= 4 A
2. Abol T4 HRYZ: JFE
[1$ 2% : 201997t %] 22 Aol W wE H-& T F4X
(1% 489 : 20159 A F ALk o] e A 4 &4
[1$ 3600%F : 20151 7IHE9 Ateld Mo @& H-&

- A5 $ 1,540%F =< 750Germany $ 750%F
- Y& $ 6809 I $ 6307

3. At HHA 73

) Aol WAA, WETIE BF}, Aol Hee2E, e 2E,
W 5

sTION-STATE ACTORg

: The theft of sensitive
information for national interests or
intelligence collection

: Highly-resourced,
advanced capabilities to
penetrate networks, maintain
7 persistence, and
achieve objectives.
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4. 8% °F APT(Advanced Persistent Threat)e] & 7] H3}
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DR RTO(Recovery Time Objective)
@2 DR RTO T8, 2295

- BER B
A7&oN AE Folut W A§ A 017 gl

- F9%= #d
salesforce.com®] Zz}o]Hl Z&}9$E SAAS ©o]&
8 dFE &Y Fg5sd 22 AdLe d4 gl

- Aol AlFElE #HE A
A A CSECe] 60

PKI(Public Key Infrastructure), <!
& (A AER PKI 712 E 9T 99 %)

O

ISO/IEC 270015 15 &5

IV. CSFC /i &

1. CSFC(Cyber Security Fusion Center) 7] &

5) FA EF JUME Q502 FuEE Fopld Mg WY Ab A5
British Standard)o]|® BS77990]1 o1} 20059¢ 11¥€0 ISO #&Fo2
5 A, SA-2Y, BREA, JUHEAD S 5 Fuus T 11
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[ Abolw Ali2]E] 3 AE = 20149 9do] A
] 1372 49 As FE(intelligence-led) 713
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L] AEe] HAkdy g3 e

O ada/a8d b8 =85 53 J3i/34 Hzs
O iies d8o= A

3. A AlA CSFC %A
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% F 13719 22 F44 ¥ (a Team of Teams)

O Cyber Intelligence Center

- AR FH S
O Advanced Adversary Interdiction
O Security Incident Management
- Ao A A&EA e AeelFe 9T
- W2 50 M T
Third Party Information Security Assessment
Global Intelligence & Analysis
Citi Security Investigative Services
Emergency Management

Vulnerability Assessment

o O O O O O

SOC (Security Operation Center)
R AL IOE

- 197 200970 Al 9HAY

- 21 % 800~100070 7} A&} ojwl E <]

- 11 %5 1007) HZe] o|HIEV} CSFCE &
o GCB Fraud

O CSFC Core Team -&

2. CSFCY| Atol®] & ARl o)
[1 2 ARJ(Kill Chain)

- AAA FEAA SIenide] SRR

ol

- Aol mAlYS AANo g Ay FAHAOE Sl dd T4

6) oldlg 71&, “Atel A AJ(Cyber Kill Chain)”, ITWorld £o]Zo],
2016.08.18.,
http:/ /www.itworld.co.kr/news/100774#csidx86dfa417c2b750a9e255db2c835528f
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